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Re.: Response to the European Commission’s proposed Digital
Operational Resilience Act concerning the financial sector

Dear Mr. Berrigan,

The Institut der Wirtschaftsprifer in Deutschland e.V. [Institute of Public Audi-
tors in Germany, Incorporated Association] (IDW) appreciates the opportunity to
provide its views on the European Commission’s (EC) proposed Digital Opera-
tional Resilience Act (DORA), i.e. the “Proposal for a regulation on digital opera-
tional resilience for the financial sector and amending Regulations (EC) No [...]"
and the “Proposal for a directive amending Directives 2006/43/EC, [...]".

The IDW represents approximately 12,000 Wirtschaftsprifer [German Public
Auditors], which is over 80 % of all Wirtschaftsprifer in Germany. Our members
are from the only profession in Germany to have been entrusted with the perfor-
mance of statutory audits of the financial statements of larger companies and
Public Interest Entities.

As an association representing German Public Auditors our comments on
DORA are focused on issues concerning statutory auditors and audit firms.

General comments

We support the EC’s objective, set out in the recitals of the proposed regulation,
to strengthen the operational resilience of digital systems in the financial sector
in order to counter the possible detrimental impacts of cyberattacks on financial
entities and their customers as well as on the stability of the European Union’s
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financial system. Providing assurance services in relation to risk management
and compliance systems is already one of the core activities undertaken by
auditors and audit firms, whether required by law, as is the case in various
industries, or on a voluntary basis. The auditing profession in Germany is ready
to support companies who, in future, will fall within the scope of the regulation.
Such support could be in the form of advisory services as companies establish
an ICT risk management system to counter cyber threats, or by providing assur-
ance services regarding the effective operation of such systems. In this way the
profession can make a significant contribution to achieving the objectives
associated with the proposed legislation.

Personal scope of the proposed regulation

The planned inclusion of statutory auditors and audit firms within the meaning of
Article 2 No. 2 and No. 3 of the Directive 2006/43/EC (Audit Directive) in the
scope of the proposed regulation (Article 2 No. 1 (q)) triggers considerable con-
cerns. In essence, the proposed scope would include every statutory auditor or
audit firm carrying out a statutory audit (e.g. also of a medium-sized limited lia-
bility company). Auditors and audit firms, however, are not generally subject to
the same ICT risks that we understand to be addressed by the proposed regula-
tion, because they have no direct involvement in the activities or processes of
their (financial sector) clients, e.g., they neither manage payment solutions nor
execute securities transactions nor are they required to operate any other com-
parable transactional system(s) 24/7 as part of their business model. In our
view, auditors’ ICT systems do not constitute critical systems in terms of any
role in maintaining the operations of companies in the financial sector and in
terms of ensuring the resilience of the entire European financial system against
cyberattacks. The auditor also does not act as a back-up support mechanism for
companies’ financial data. These aspects also all apply equally to auditors of
credit institutions, insurance undertaking or other “financial entities" within the
scope of the draft regulation.

Given the above, we suggest the deletion of Article 2 No. 1 (qg) of the proposed
regulation.

Proposed amendment of the Audit Directive

For the reasons stated above, we also reject the proposed amendment to the
Audit Directive, according to which statutory auditors and audit firms would, in
future, have to comply with the requirements of Article 6 of the proposed regula-
tion (amendment of Article 24a (1) (b) Audit Directive). The Audit Directive
already contains requirements concerning statutory auditors’ and audit firms’
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data processing systems. These requirements are implemented by the respec-
tive auditing practice, bearing in mind the respective scope of the firm’s activities
and range of clients, and has proven to be effective. Extant Article 24a (1) (b) of
the Audit Directive stipulates, among other things, that statutory auditors and
audit firms must have effective control and safeguard arrangements for infor-
mation processing systems. This includes, in particular, procedures to ensure
the confidentiality, integrity and availability of the systems, including regulations
on access rights. In addition, Article 24a (1) (i) of the Audit Directive requires
statutory auditors and audit firms to establish appropriate and effective organi-
sational and administrative arrangements for dealing with and recording in-
cidents which have, or may have, serious consequence for the integrity of the
audit activities. The relevant professional standards, in particular ISQC 1 (Inter-
national Standard on Quality Control), also define requirements in this regard
(see ISQC 1, para. 46). Compliance with the above-mentioned requirements is
also subject to professional supervision by the competent authority.

We therefore fail to see any need for the proposed amendment to the Audit
Directive, according to which statutory auditors and audit firms would in future
also have to comply with the requirements of Article 6 of the proposed DORA
regulation. If the proposed amendments were to be implemented, the ICT
systems of statutory auditors and audit firms would also have to meet re-
guirements aimed at managing risks in highly automated processes, i.e. there
would, for example, have to be sufficient capacity to deal with "peak orders,
message or transaction volumes" (Article 6 no. 1 lit. (c) of the proposed regula-
tion) and be “resilient to adequately deal with additional information processing
needs as required under stressed market conditions" (Article 6 No. 1 lit. (d) of
the proposed regulation). This appears neither necessary nor reasonable, since
statutory auditors and audit firms, as explained above, neither have a direct part
in the operational processes within the financial sector nor are their ICT systems
subject to the risks addressed by DORA.

We therefore suggest the proposed amendment to the Audit Directive to be
deleted.

Compatibility with the principle of proportionality and the Audit Reform’s
objectives

For the reasons set out above, both the inclusion of statutory auditors and audit
firms within the scope of the proposed regulation and the proposed amendment
to the Audit Directive go well beyond what is necessary to achieve DORA's ob-
jectives. They are therefore incompatible with the principle of proportionality.
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Should the Commission nevertheless intend to include, as a minimum, the
statutory auditors of credit institutions, insurance undertakings and possibly
other financial entities within the scope of the proposed regulation, we believe
that in accordance with the principle of proportionality significant adjustments to
the requirements would be urgently needed, in order to take into account the
completely different function of the respective auditors’ ICT systems compared
to the ICT systems applicable to the audited financial entities.

Furthermore, it is already apparent that the most recent comprehensive audit
reform, leading to Regulation (EU) No 537/2014, which has been in force since
2016, has led to increased market concentration, especially in regard to the
audit of public interest entities. This is contrary to the political intention. The
approach of the proposed rules - the transfer of regulatory requirements applica-
ble to companies in certain sectors to the entire audit profession or to auditors of
these companies - would introduce additional and considerable burdens for
statutory auditors and audit firms, although the proposed regulation indeed
excludes parts of the catalog of requirements for so-called "microenterprises”.
As a result, it would very likely only be feasible for auditors and audit firms to
participate in the statutory audit market if they perform a large number of stat-
utory audits. This would cause a further withdrawal of small and medium-sized
auditing practices from the statutory audit market. Taking this into account also,
we urge the Commission to limit the scope of the proposed regulation to com-
panies within the financial sector, to which statutory auditors and audit firms do
not belong.

We would be pleased to provide you with further information if you have any
additional questions about our response, and would be pleased to be able to
discuss our views with you.

Yours sincerely

Prof. Dr. Klaus-Peter Naumann
Chief Executive Officer



